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OIDC Identity federation
- governing principals

* Allow dynamic discovery and registration without losing trust
* Enforcement of federation and organisation policies

* Allow delegation of entity registration

* Metadata transport and origin independent

e Self-contained metadata



OIDC Identity federation
- building blocks

e Trusted 3rd party
e Chain of verifiable claims

e Compounded metadata






Verifiable claims

o \Well defined set of attributes

e Signed by known entity



OIDC Identity federation
- metadata construction
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OIDC Identity federation
- compounded metadata statement

redirect_uris
grant_types
subject_type

c
token_endpoint_auth_method FO pub key

ORG pub key

SA pub key %}




Basic components

ms X
Metadata Statement signing request by X without signing keys
and signed metadata statements.

SK[X]
Signing keys that belong to X

X (MS)
Metadata Statement signed by X

Using these basic components, we can now describe a simple signed Metadata
Statement as:

SWAMID(ms UMU + SK[UMU])
And a slightly more complex as:

UMU(ms ITS + SK[ITS) + SWAMID(ms UMU + SK[UMU]))



Flattening

e What is specified high up can only be made more
restrictive further down.

Example:

SWAMID: scope=|[‘openid’, ‘eduperson’, ‘mail’]

UMU: scope=[‘openid’, ‘mail’]

scope=[ ‘openid’, ‘eduperson’, ‘noreduperson’]]



