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Purpose and scope

eduroam CAT

eduroam CAT is the eduroam Configuration Assistant Tool. Its purpose is to allow authorised eduroam Identity Providers to generate customised eduroam
installers for their institution's RADIUS setup on many platforms. It also allows them to test and debug their RADIUS setup. Authorisation for IdPs to use
eduroam CAT is determined by the eduroam National Roaming Operator (NRO, a.k.a. the eduroam "federation").

An NRO administrator accredits new eduroam IdPs, changes IdP details, or deprovisions eduroam IdPs. The primary vehicle for this is not eduroam CAT,
but the official eduroam database, which contains all registered IdPs and their contact details.

An eduroam NRO administrator can invite his IdPs to make use of the eduroam CAT if he wishes to; enabling or disabling IdPs for eduroam CAT is done
inside the eduroam CAT administration interface. This interface does not replace an NROs internal customer relationship management system; in
particular, CAT does not export data into the official eduroam database; it only consumes data from that database. An NRO is still required to maintain
records of all its IdPs and SPs on its own, and to export the corresponding data to the official eduroam database.

The web presence of eduroam CAT is https://cat.eduroam.org

eduroam Managed IdP

The purpose of eduroam Managed IdP is to allow authorised eduroam Identity Providers which do not have their own RADIUS infrastructure to provision
user accounts for their end users. The complexity of a typical IdP (RADIUS server, identity management system) setup is taken away and replaced by the
eduroam Managed IdP web interface. Authorisation for IdPs to use eduroam CAT is determined by the eduroam National Roaming Operator (NRO, a.k.a.
the eduroam "federation").

An eduroam NRO administrator can invite his IdPs to make use of eduroam Managed IdP if he wishes to; enabling or disabling IdPs for eduroam Managed
IdP is done inside the eduroam Managed IdP administration interface. This interface does not replace an NROs internal customer relationship
management system; in particular, CAT does not export data into the official eduroam database; it only consumes data from that database. An NRO is still
required to maintain records of all its IdPs and SPs on its own, and to export the corresponding data to the official eduroam database.

The web presence of eduroam Managed IdP is https://hosted.eduroam.org

Terms of use

eduroam NRO has the full authority to decide and invite the IdPs from NRO's constituency to use eduroam CAT and Managed IdP supporting tools.
For the eduroam Managed IdP tool, there is a limit of a maximum number of 10.000 active end users per NRO. Should the number of active end users

within an NRO's constituency exceed this number, eduroam Operations team will contact respective NRO to determine further steps. That limit is not
technically enforced and can be followed up with delay and asynchronously. So, no online notification in any way is foreseen.

Nomenclature

The NRO administrator interface of eduroam CAT and eduroam Managed IdP are largely identical. The remainder of this document will refer to both as
"the toolset".


https://monitor.eduroam.org/fact_eduroam_db.php
https://cat.eduroam.org
https://hosted.eduroam.org

Managing my National Roaming Operator

For users with the NRO management privilege, the toolset provides a dedicated web interface which allows them to

invite a new IdP to use the toolset

add new representatives to existing IdPs

delete representatives of existing IdPs

take control over an IdP

manage the relationship between an IdP in the toolset vs. an IdP in the official eduroam database

All of these functions are accessible after logging into the toolset with an account with the NRO operator privilege. With such a user account, a new button
will be displayed in the personal overview page: "Click here to manage your National Roaming Operator". NB: if you are a NRO administrator, but do not
have a privileged account yet, please see the guide to eduroam Operations Support Services for NRO administrators.

User Overview

Your Personal Information

E-Mail Address stefan.winter@restena.lu
Real Name Stefan Winter
Mational Roaming Operator Administrator LU

Unigue Identifier click to dis

Click here to manage your Mational Roaming Operators

After clicking the button, an overview of the NRO occurs, with entry points for the tasks mentioned above.

Need help? Refer to the National Roaming Operator manual

Deployment Status Name of Identity Provider eduroam® Database Sync Status Administrator Management

Your National Roaming Operator Luxembourg contains the following Identity Provider list:

cv RESTENA Foundation Linked
Secure Code Audit Test Inst 1 NOT linked
Secure Code Audit Test Inst 2 NOT linked

Register new Identity Provider!

NRO Properties
You can also personalise the appearance and settings of your NRO in the toolset. The options vary slightly depending on the tool.

Generally available options

You can always

define the name of your NRO,

upload its logo,

choose a skin,

and provide custom text to be included when inviting new IdPs.

You can also define whether you want your name and logo to appear in the generated installers (this will only happen in select operating

systems).

eduroam CAT specific options

For eduroam CAT, you can optionally upload a CA certificate which automatically gets added for your institutions if you so wish.

As of version 2.1, you can enable the "OpenRoaming" feature set if you are happy to proxy OpenRoaming authentication requests from OpenRoaming
hotspots towards your eduroam IdPs. You can read up on this here. There are two options to steer OpenRoaming integration:

® OpenRoaming: Allow organisation opt-in - this is the general switch that makes OpenRoaming available to your IdPs

® OpenRoaming: customer NAPTR target - if you want your IdPs to use your own OpenRoaming eduroam proxy then you can configure the
hostname here; the realm check feature for IdPs will then warn them if the OpenRoaming destination server is not yours. This attribute does not
need to be set, and the realm checks default to checking for the OpenRoaming eduroam proxy operated by eduroam OT.

eduroam Managed IdP

For eduroam Managed IdP, you can define the maximum number of users per institution profile.


https://wiki.geant.org/display/H2eduroam/Access+to+eduroam+Operations+Support+Services
https://eduroam.org/openroaming-and-eduroam-useful-information-for-eduroam-national-roaming-operators-nros/

National Roaming Operator Properties: Luxembourg

Country Luxembourg
Custom text in IdP Invitations Welcome to eduroam Luxembourg!
Preferred Skin for User Area eduroam2016

Mational Roaming Operator Logo

Mational Roaming Operator Name  default/other languages RESTENA Foundation

Mational Roaming Operator Name  Francais Fondation RESTENA
Enable Managed IdP on h
Managed IdP: max users per profile 172

Invite a new IdP to use eduroam CAT or eduroam Managed IdP

The button on the lower end of the page allows you to send an invitation to use the toolset to an IdP in your NRO. This can either be an IdP which is
already in production (i.e. already listed in the official eduroam database with at least the "IdP" role) or it can be a new institution which is still in a
bootstrapping phase (i.e. not yet registered in the official eduroam database). eduroam Managed IdP institutions are not typically registered, because their
realm is not determined yet - it will be set by the eduroam Managed IdP system.

After clicking the button, the following window will appear, which allows to take the required actions:

b4
eduroam CAT - Register new Identity Provider

On this page, you can add a new Identity Provider to your National Roaming Operator. Please fill out the form below to send out an email invitation
to the new Identity Provider administrator

You can either register a known Identity Provider (as defined in the eduroam® database) or create a totally new Identity Provider
The latter one is typically for an Identity Provider which is yet in a testing phase and therefore doesn't appear in the eduroam® database yet.

Please keep in mind that any profiles of such a new Identity Provider will only be made available on the user download page after you have linked it
to an entity in the eduroam® database (but they are otherwise fully functional).

Existing 1dp: = — SelectIdP here — =

' new 1dP Mame| Battlestar Galactica, Vigilantes Squadron Mational Reaming Operator | | yxembourg v

Administrator's E-Mail: | email@somewhere

Send invitation

i1

You can either select an institution which is already listed in the eduroam database ("Existing IdP") or you can instead use the "New IdP" row to enter an
institution name and NRO by hand.

In both cases, you need to enter the email address to send the invitation to. Before actually sending the invitation, keep in mind that the invitation token for
the IdP admin will only be valid for 24h; and that the token can only be consumed once. It is thus wise to check that the mail address is going to be read in
the next business day; and that tokens sent to a mailing list will only be valid for the first person who redeems the invitation token. It may be a good idea to
use personal email addresses only.

Once you have sent an invitation, you will be taken back to the NRO management overview, which now lists the new pending invitation. You can revoke
the invitation even before it expires after 24h if you feel the need to.



When an invitation has been redeemed, all NRO administrators of your own NRO will receive an email notification by the toolset confirming that a new IdP
was created.

Add or delete representatives of existing 1dPs

Once an IdP exists in in the toolset (i.e. once the first invitation token for the IdP has been redeemed by an invitee), the IdP admin can add more
administrators or delete others as he sees fit. You can do the same though, by using the "Add/Remove Administrators" link on the right side of the list of
IdPs. Please consult the IdP-level guides to the respective tool of the toolset for further details of administrator management, available here for CAT and he
re for Managed IdP.

Administrators for IdP 'RESTENA Foundation’

“ You are the National Roaming Operator administrator of this Identity Provider. You can invite new administrators, who can in turn appeint
further administrators on their own.

Stefan Winter
(originally invited as stefan.winter@restena.lu)

Delete Administrator

New administrator's email address(es) (comma-separated): Invite new administrator

k.

Take control over an IdP

In some exceptional circumstances, it may be necessary that you as the NRO operator directly manipulate an IdP in your NRO. By default, you do not get
read or write access to IdP data of the IdPs which you have invited; they are expected to manage their own IdP in self-service.

Circumstances in which this is not sufficient may include, for example:

® an IdP admin has erroneously deleted himself and all other administrators of the IdP - so noone can manage it
® you are deprovisioning an IdP, but the administrator(s) refuse to delete the IdP in the toolset's IdP web interface
® the IdP admin requires assistance in setting up his IdP data, and you want to lend a hand

You can immediately add yourself as an IdP admin for each IdP in your NRO by using the "Add/Remove Administrators" dialog box. For NRO
administrators, the dialog box has an additional button "Take control of this IdP". By simply clicking this button, you will instantly become IdP administrator
of this institution. Most notably, you do not need to send an email invitation to yourself; the process completes instantly.

From this moment on, the IdP will be listed in your Profile Page, from where you can edit and can manipulate it as you see fit.

Manage the relationship between an IdP in eduroam CAT vs. an IdP in the official eduroam
database

Since the official eduroam database contains only production-level eduroam IdPs, but the CAT can also be made available to IdPs which are still in a setup
/bootstrap phase, the databases of the tools are not in perfect sync. To avoid fragmentation and desynchronisation of the databases, NRO administrators
are encouraged to link the same IdP in both databases together.

In your NRO overview page, you'll see the database link status on your dashboard page; the IdP is either "linked" or "NOT linked" to the eduroam
database.

IdPs are automatically linked correctly if you used the "Existing IdP" dropdown list when inviting the first IdP administrator; then no further action is
required. You can still click on the "Manage DB link" button to see some IdP details as seen from both databases, or to unlink them if there is a need.


https://wiki.geant.org/display/H2eduroam/A+guide+to+eduroam+CAT+for+IdP+administrators
https://wiki.geant.org/display/H2eduroam/A+guide+to+eduroam+Managed+IdP+for+IdP+administrators
https://wiki.geant.org/display/H2eduroam/A+guide+to+eduroam+Managed+IdP+for+IdP+administrators

eduroam@® Database Link Status for IdP 'RESTENA Foundation'

This Identity Provider is linked to the eduroam® database.
The following information about the IdP is stored in the edurcam CAT DB and edurcam® DB:

Information in eduroam CAT Database Information in eduroam® Database

MName of Identity Provider (fr) Fondation RESTENA

MName of Identity Provider (en) RESTENA Foundation
Mame of Identity Provider (de) Stiftung RESTENA
Administrator email claude.tompers@restena.lu

Name of Identity Provider (default/other) RESTEMA Foundation

Administrator [invited as] Stefan Winter [stefan.winter@restena.lu]

Administrator email stefan.winter@restena.lu

If this mapping is not correct any more, you can remove the link:

3

Close

If you created a new IdP instead, then this new IdP will not be linked automatically to an entity in the eduroam database. Once the IdP is in production and
becomes listed in the eduroam database, you can add the link yourself by again pushing the same "Manage DB link" button.

x
eduroam@® Database Link Status for IdP 'Secure Code Audit Test

Inst 1’

This Identity Provider is not yet linked to the edurcam® database.This means that its profiles are not made available on the user download
page. You can link it to the eduroam® database below.

Please select an entity from the edurcam® DB which corresponds to this CAT Identity Provider

Link to
this Name of the Identity Provider Administrators
entity?
.h [ID 1833] Secondary School Athena Luxembourg hd
Other:

N

Simply select the appropriate entry from the dropdown list and click on "Create Link" to link the IdP as seen by the toolset to the entity as seen by the
eduroam database.

Requesting RADIUS/TLS Certificates (2.1.1+)

As an NRO admin, you can use the NRO management interface to request new RADIUS/TLS certificates; both for your own NRO servers as well as for
any IdPs and SPs within your NRO.

Two prerequisites need to be fulfilled for this to work:
1) The server names need to be listed in the eduroam database
2) There needs to be at least one non-nominative contact for the entity in the eduroam database

An example entry in the ro.json file is below (entries are placed between "coordinates" and "info_url"):


https://monitor.eduroam.org/eduroam-database/v2/docs/eduroam-database-ver30112021.pdf

"coordi nates":"49.62, 6. 15",
"server":[

{

"server_nane": "server1l. eduroamtld",
"server_type": 1

H

{

"server_nane": "serverl. eduroamtld",
"server_type": 2

"contact": [{
"nanme": " edur oam Feedback",
"emai | ":"feedback@duroamt| d"
"phone": "+9994244091",
"type":1,
"privacy":1

“vinfo URL": [

Once these prerequisites are fulfilled, you can access the Certificate Management interface from the NRO Management page:

National Roaming Operator Overview

Your Personal Information

E-Mail Address

Real Name

Mational Roaming Operator Administratol
Unique |dentifier chick to display

RADIUS/TLS Cerificate management

You need select for which institution you desire a RADIUS/TLS certificate, and to upload a CSR. The interface provides an openssl command-line with
which you can generate a compatible CSR.

The CA will issue certificates only with information that is vetted, i.e. confirmed correct as per the eduroam database. In patrticular,
® the hostname(s) given in the CSRs CN and/or subjectAltName extensions are ignored

® the Organisation field (O) will be ignored and replaced by either "NRO of <country>", or by the name of the IdP/SP as given in the eduroam
database.

The certificate will always contain the RADIUS/TLS server names that are listed in the eduroam database, all in one certificate.



RADIVSITLS certificate management for National Roaming Operator
1 Cotitcale Holter Detais
i iioes Mouiey el vl
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It takes at least 2 minutes before the request is processed and the certificate is issued. You can download the certificate from the management interface
by pushing the corresponding "Display" button.

e
204576 DC=eduroam,DC=geant, PC=net,C=LU, O=MNRO of Luxembourg, CN=tld1.eduroam.lu ISSUED 2024-07-16 @l

Request new Certificate

Ul-less Automated Management: the Admin API (2.0)

As a NRO administrator, depending on the number of IdPs in your NRO, you may find it cumbersome to add IdPs interactively. Or maybe you already have
a customer self-service management system where authorised IdP admins could self-enroll without you being in the middle.

For cases like this, a small API was created which allows NRO administrators to automate a limited amount of actions:
Creation of a new IdP
Creation of a new Profile for an IdP

Listing and Adding administrators of an IdP
For eduroam Managed IdP, managing user populations inside IdP profiles

Getting API access

The CAT Admin API requires the NRO admin to be in possession of an API key. The API key is a long random string which needs to be used when
executing API actions. The key is also bound to the NRO; i.e. you can only create or query IdPs in your own NRO with it.

API keys are distributed from the eduroam Operations Team to NRO administrators on email request. Please contact eduroam Operations for your Admin
API key; API keys from version 1.x continue to be valid for version 2.0.

API Usage

The APl is JSON based: you send an HTTP POST with a BODY that contains a JSON construct. The JSON always contains the desired ACTION and the
APIKEY. Depending on the ACTION, there may be additional required or optional PARAMETERS.

List of ACTIONSs

The authoritative reference for the list of ACTIONSs is on GitHub, https://github.com/GEANT/CAT/blob/release_2_0/web/lib/admin/API.php : the class
constants API::ACTION_* are the available strings to put into the JSON ACTION field.

List of required and optional PARAMETERS

The authoritative reference for the list of PARAMETERS is on GitHub, https://github.com/GEANT/CAT/blob/release_2_0/web/lib/admin/APL.php : the class
constant API::ACTIONS contains two sets of parameters each, "REQ" = required parameters, "OPT" = optional parameters,


https://github.com/GEANT/CAT/blob/release_2_0/web/lib/admin/API.php
https://github.com/GEANT/CAT/blob/release_2_0/web/lib/admin/API.php

All parameters with potentially binary value are to be sent base64-encoded. That's also true for PEM files.

If the parameter is the integer representation of an EAP type, you can look up the number to use in the source (const INTEGER_...).

List of result codes

The HTTP POST will be answered with a "result" field, which is either "SUCCESS" or "ERROR". It is accompanied by a "details" field, which contains
either the response details, or in the case of error, an additional "errorcode" and "description".

The content of the response details is given in the constant API::ACTIONS along with the list of parameters (see above) as "RETVAL".
The authoritative reference for the list of error codes is on GitHub, https://github.com/GEANT/CAT/blob/release_2_0/web/lib/admin/API.php : the class
constants API::ERROR_*

Example

To create a new institution with a logo (the logo in this example is the eduroam logo) and a name with non-ASCII characters, use the following JSON
request:

{
"ACTI ON': "NEW NST",
"API KEY": "foobar123",
" PARAMETERS": [

{

"NAME": "general :instnanme",

"LANG': "de",

"VALUE": "Universit\u00e4t Logohausen"”
H
{

"NAME": "general :1ogo_file",


https://github.com/GEANT/CAT/blob/release_2_0/core/common/EAP.php
https://github.com/GEANT/CAT/blob/release_2_0/web/lib/admin/API.php

"VALUE": "i VBORWOKGgoAAAANSUhEUgAAAI 0 AAAAYy CAVAAACOW. NOAAAAAXNSROI Ar s4c 6 QAAAWBQTFRFAAAAdHFYyt \
/ ngbLFVFFSwWt nnBf b55\ / D1yt 7q20bvr s7a8vf 6nMLRxdv o8\ / Pzl JSV3ur y50703d3d0uPt pKKi 7u7uwdj mk73Nl b70nsHBEVRR\ / Pz8zN\
| reHV24ezzpsj WS5G +f n56ur q9\
/r82ej ulXmad+Li a6a9sr Gxt NHcO9LSeq7CISEi OeLs1t bW LnKf H 6MYGgcgmt+vby9t 7W2bga8zuDr vdbk TU K3OnxPYi | Pj 07YJ627PP33er xf bD
DxNr nZWNj NTEyxt zI hoSFx9zpNI ChZgK5SUZGXFI ar 62uGXKV6f HLOoel 0ePqDGgPbnt s4+309\
/1 79PT030Or v1uXuleXsWhqz WFWRdj Z9vb2RkNEKXycRI yp5ubnpM W 8f Uz8708Pb67PP4UJ Sude3xeYGHVE0UHXWKv dbgXZy ONAW UELNdKq\
[ 7vX3sK+vFNCTLSkgLn+ewNf nudTf | HeYODQLYsnKJy QkQT4\ /\ / P3+6vL3vOf [\ / v\ /\/ 7f TAQ gnvt bl +vz9\
[ f 7+vdXk2uj wz+Hs9Pj 7zeDr 6f H27vT47vX50 c4gKanl+bvyd3pleXu6PH29vn77\/ X5\ / v7\/ 7f X4+f vO3uvw+\ / 296\ / L3+Pv8\
/ v7+DmuQleTui | aG7vX44u3z8\/j 62+ wlOTuXJuOyN3p9f n7SI +r +f z94uHh9Pj 66vL2uNPj yNzp2COf vwdr n5e\
/ IMy8WOOHS FWHTr Kur niZe Y6 OF n7\ / X42+nx7f X54+7y\ /| Pv81+bsgXo\ / t 9Lj +\
/ 39H3aYt LOz 19f Xb3Z70+Tt Y6C3KycovLq7z+Lp4eDgUk9QKe9uLe3+Pr 8+f v8cHZ79f n6hYOEc GLuut Xg8PX5SkdH8vf 5u9TIl p8r X50
[ zudPk3+zwWW dYwOvkgcr XOM / PaGVmt\ / 3+i 42Qnp2dzeLpzuHoVJawevL1\/\/\/\/ ubi 47PT44N\
[ gkY+Q@Pn608j WVWLTGL4Cf xsXFqgnpb6mtqsvYqaeosM / bpcnWBf Hx1OXr GhONj4 GBWL +\
/ hl KDI x8gCnmOv NXk BVegf AAAAAFQ Uk 5 TAEDN2 GYAAAA] ¢ EhZc wAACK MAAAs TAQCan BgAAAAHAElI NRQY bCgOFNTZnt x POAAAI | kI EQVRYW81XeVhTV
xa\
/ Skl'i I YgmRohAlahFC7UoBc UNFOWXRNFgsbXoFGgllplaG aYBBEFRWRzLVat Olpbt y 7W nr b6Uxr 931f Znt npk6ZTpJ5795zbpKDf Or 3j dL7z7vnv
HvP+b2zP8ZaedUPM25gv4FVENz O7 PWR2FodyKboCGi 9f zt Y3SpxA4k16q\
/ X8Ui CeVi 1gWIUBOFYGh+0My30j QPGuV +4wbl aOLxgdXmBx VHGRvuUB6@8| DKOQCI zgJ GPuul 08 MWt gdoR4xAe269i Dsht JhcUavvkr Ghmdi | mNAF++
91| DWFzuEKhOwWdgBZt gFDD3TYt TBEV SEvOrMLX Ok BOFQBc bk NoZTD8WIMXGVF WK1\ / d\
/i 17Z0b8z3Twkdqi 4kVkj 5TNAl 4LL8Ssh2ef Olgat MGc56LEBVWEF7dW j 9PFy kx4 dMARVDWs RrKFNVDWAd MWD ALODSGpx 1K1Ue6 TC+Y] j VTXHLQ
edxZvsOUaHoMOAf ht hFaWrDKVExwol Ecy PKS4EAJ DWv+hr ABXpXi Wef K5hV7GL50gens KSQ70Sxa06gNb0BVsx0COo5UXBdr R75CyvaF9J Of dOgK++
00QZgoxvs GR2Bw2 L HPNVKBVUChws ds AHgnDCMHj W MrDl PL3PHj j +LVWBJbM_gRbLj SSLBGAj 0l 6Ay gzWC2SohbLUPQ xDQ+BGsj Vt dd3Sm
/1 sd+NX5Vt JWAKSSbAEaf Ywixqs0Aj ZkDX9hSCLRbYj kU9xdA78J62VHQVanCdOCFcni \
/ DgaAW 2pL2BGpt BqQXauQ 3Jwgk7j Sgr f mBDt gEDknCC04C5VBLUEool JTAAC\ / YCXQe3HWWoNwKd CFpaNK+1XBgHXHQOg! t j Dgl PWWYTi N2Bc\
| 0sc KAWUAK Yy SEFoFI 8 G2HWIXOMO Agx bNLNWgs SZDnPLWwMvFh\ / owx 1EKgo+SDQ dr Af i czSkegHYDWYJDIbEgi hRg\
[ +wiFgz Okbpf nOu+4weqCi f | j SSvCPF39mhnKJgx X0l yDf sZdAi y Mpec SXf JFQBOWYLc XbOe6bt bf o+2enPW
/ nm7j hi znD9s Cx2UkbGD1MPDVaQEhpEa2e A3zWANsgai Pn2pAm+0QOz Y31h2l f E8dVi t f\
/ \Wkj bcknz Ai SRRvp+0w0S8gZDPFyK12SZUpGZM68K] 9f F870+SaseEMkc90x4h71 2noZZGoToFq\
[ br ZNy SWAhf 9Vt ZRK9U+cw+HBvwz kuONg0Q@Bown0+Kt ZR2YEChs niYot KI uDX+410 hUg5G FI qsHI Zj 9Asof 9gPt SETTszB0OuxGLvvUQf Ky Ct WRgi
f D3BQYOv USywE509QRuh50BsWREj TI 2QVN7TVi oXOWe6sRxhl bBRG Ghi wEowbDHKs Esf OXZUyuGgQu+4y\ / gO0Ch9r X7LNMVimtc4pkOn\
| Gk6TKKV4A2kCchi SRt | HBuel 76e+QUZCcYbB\ / 2\ / f DmH7WYOf t 7LBLM+X44T1nEwwr GY6Or FI JZHcr 9e SPsQ96ks QoOVOi W
/ wHs 2hRPI OMht XOXwphk HANgTQTCzE\ / HI9S\ / zI 2EbMFVi j as+Ta71lut alFKJuydLpS9VTd\ / LI TI+x+A3dhWIinG RsLpVGz8k4Il Dg7Cou\
/ LI FXof 6RWA7ay+XV5JVc00zezynVY3c+8HBMTsaer b6b9dU CI7YVoN u3NNbWJoz6qgFuzk5XKt y MmpozZk9i x PvPaCgf MePPi xZ+nv OGT+Xr PN9+9
eLHPI 21 EuV85X1N ZzNC\ / t r nd20\ / +i Xkr pCezYDO\ / uPDvAXnLr pBt L4ebV5SyN 0TwFK+8Hu3Nzcl 84wNl 7duH9i 7B8ei 8W cEqmx\
/ O cnFv+GSLR1I TMkf XCIknb16+2cNXzi ww7N+U85uXj hgr M 1j d82c OLU9vgAnEMrBbLdc5\ / a0SObw+y8Fyhr 1Gat AuZ1z1j J2k6pl 92QPh\
/ LKA 9cj 4eqMu9t 8nE8U29k LEj dWDKBU4Sh5Hp\ / IMIX6SPTRI x Tn+M643SdO8DN5aBYpnl ov+Rwsb3i hR3CGZU5VNLs Tv 7675y TGSy gXGlp\
/ ZB05mpQd2JsAFcznp3l m\x PsDnay0Dhayzr xp8L0I mdsM ThF58f K8nmy8eMpcdz1li sApVdl yl PCa6Hz BP53\
/ aDcwl UPvPvHh371 j hr MYj hn2Z2+DGoZSv+vek5qK7b3Kr 8Ewu7DeSdo+LI P+PDz QnNbgLKYsbF4ZBbf 30gHIc1N1g9Pi L+f UlcAZa4qoQvf WT5h+
3m291qsCzM Pj cgFCCGDUPTI zYDMp4CuUTUe4Hsi uAcpsqQAh5\
/ ANl K1y Vz NKHCAhLx 0y k UG7j ny 6MPdgqCVS7EHDO6YcLRIQkJCd3BKkqR2X05KI t VCaEi TWq2yK+7cb682dTql 7NvQooa7nwh+eoo6xmRFr U0+0j RA
KdQzgl xR3Beo8MNIf | f CUBESI UWvdOC+vbT60+90OVXAaVOKCI f Tki | Eo6xgel L\ /\/ pPLECZLj i D\/ zTYf Qko4P7knbr Ff LP8L9\ / wXPYMee\
/ kzZ6r gMLuPuwf KYf 7M bBTUoc+EWL1aWj7Fr Ai c3CQ | t MXzVgi zWjCuDwnZr f Gols9V+EgVER+QC AHW z8uKhDKe SEhf bgvWaoj WKL6DI h4Dz
gj CHIZRZI 4DCukbcunhFdvaKgVERp6AC) 1+RPf Lcq7MXndNoxnVQGA+NWI NIeNx\ / \ / 51wQaPRXH ZsX5j i 0qKxnRBER\
/ 065bZ1PRgcvIRVDKFTc6ZnDVB6CO2P7] PPhbNQF j 4UL\ / 5TSTx1c9\ / v+f H\ / Adr cl s520+PPAAAAAEl FTkSuQmCC'
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