Recipe for a Service Provider

The Data protection Code of Conduct (CoCo) enables safe attribute release between Identity and Service Providers within EU.
The following steps explain how to support the Code Of Conduct for a Service Provider.

1. Read and understand the GEANT Data protection Code of Conduct for SPs:
® GEANT Data Protection Code of Conduct for Service Providers
® For a more complete presentation of the Code of Conduct, please have a look at TNC2013 Code of Conduct Presentation or th
e memorandum prepared for Article 29 working party
2. SP’sjurisdiction:
® |s the SP established in EU/EEA, or in a country/jurisdiction with adequate data protection (the EC white-list)?
®* The GEANT Data protection Code of Conduct for SPs in EU/EEA is only applicable for those SPs
3. Find out if the organization that is responsible for the SP feels comfortable to commit to the GEANT data protection Code of Conduct for
SPs:
® As an SP administrator, you may need to ask someone above you in your organization
®* Remember: In many cases there is nothing to worry about because in EU/EEA countries, many of the CoCo requirements are
already mandated by the data protection laws
4. Develop a list of attributes that are necessary for enabling access to the service:
® See What attributes are relevant for a Service Provider
5. Provide a name and description for the service:
® There must be at least an English name and description
® Choose names that are meaningful for the end user who might not be familiar yet with the service
® Good example:
© Name: University of Tlibingen's Weblicht tool for linguistics research
© Description: WeblLicht is a chaining tool for linguistics research. It provides an execution environment for
automatic annotation of text corpora.
® Bad example:
© Name: Finna
© Description: Public Interface Finna.
6. Develop and publish a Privacy policy document:
® |t must contain a link to the GEANT Data Protection Code of Conduct: http://www.geant.net/uri/dataprotection-code-of-conduct
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® There must be at least an English version available:
® |tis recommended to write the document using this template: Privacy Policy Guidelines for Service Providers
7. Ensure that the Service Provider is registered in your federation/eduGAIN with the following SAML2 metadata elements:
® Entity Category attribute for the Code of Conduct
mdui:PrivacyStatementURL
list of md:RequestedAttributes
mdui:Displayname (recommended)
mdui:Description (recommended)
For details of these elements, see SAML 2.0 profile for the Code of Conduct
How these elements are registered depends on your local federation
Find below an example of how the metadata looks like for a Service Provider that supports the GEANT Code Of Conduct.


http://www.geant.net/uri/dataprotection-code-of-conduct/V1/Documents/GEANT_DP_CoC_ver1.0.pdf
http://tnc2013.terena.org/getfile/871
https://wiki.refeds.org/download/attachments/1606455/GEANT_CoCo_explanatory_memorandum_20141120.pdf
https://wiki.refeds.org/download/attachments/1606455/GEANT_CoCo_explanatory_memorandum_20141120.pdf
http://ec.europa.eu/justice/data-protection/international-transfers/adequacy/index_en.htm
https://wiki.refeds.org/x/zYEY
http://www.geant.net/uri/dataprotection-code-of-conduct/v1
http://www.geant.net/uri/dataprotection-code-of-conduct/v1
https://wiki.refeds.org/x/jIAY
https://wiki.refeds.org/display/CODE/SAML+2+Profile+for+the+Data+Protection+Code+of+Conduct

<EntityDescriptor xm ns="urn:oasis:nanmes:tc: SAML.: 2. 0: netadata" entitylD="https://fil esender.exanple.org/"
<Ext ensi ons>
<EntityAttributes xml ns="urn:oasis:names:tc: SAML: et adata: attri bute">
<Attribute xm ns="urn:oasis:nanes:tc: SAM.: 2. 0: assertion"
Name="http://macedir.org/entity-category"
NanmeFor mat =" ur n: oasi s: names: tc: SAM.: 2. 0: attr name-format : uri ">
<AttributeVal ue>http://ww. geant. net/uri/dat aprotection-code-of -conduct/vil</Attri buteVal ue>
</Attribute>
</EntityAttributes>
</ Ext ensi ons>
<SPSSCDescri pt or >
<Ext ensi ons>
<Ul'Info xm ns="urn: oasi s: nanes: t c: SAM.: net adat a: ui ">
<!-- At minimman English display name and a description -->
<Di spl ayNanme xni : | ang="fi">Fi | eSender </ Di spl ayNanme>
<Di spl ayNanme xni : | ang="en" >Fi | eSender </ Di spl ayNane>

<Description xm:lang="fi">Fi|eSender tarjoaa hel pon tavan jakaa suuria tiedostoja.</Description>
<Description xnl:lang="en">Fil eSender offers an easy way to share large files with anyone. </ Descripti on>
<!-- This URL nust contain a privacy statenent that nmust include a link to the GEANT Code of Conduct

(http://ww. geant . net/uri/dataprotection-code-of-conduct/vl) -->

<PrivacyStatement URL xm :lang="fi">https://filesender.exanple.org/privacy-fi.htn </PrivacyStatenment URL>
<PrivacyStatement URL xml : | ang="en">https://fil esender. exanpl e.org/privacy-en. htm </PrivacySt at ement URL>

</ U | nf o>
</ Ext ensi ons>
<AssertionConsuner Servi ce Bi ndi ng="urn: oasi s: names: tc: SAM.: 2. 0: bi ndi ngs: HTTP- POST" Locati on="
https://fil esender. exanpl e. org/ sam /acs" index="1"/>
<Attri but eConsuni ngServi ce>
<Request edAttri bute
Fri endl yNane="di spl ayNane"
Name="urn: oi d: 2. 16. 840. 1. 113730. 3. 1. 241"
NaneFor mat =" ur n: oasi s: nanes: tc: SAM.: 2. 0: attrnanme-fornat: uri
i sRequired="true"/>
<Request edAttri bute
Fri endl yNane="eduPer sonPri nci pal Nane"
Nanme="urn:oid:1.3.6.1.4.1.5923.1.1.1.6"
NanmeFor mat =" urn: oasi s: names: tc: SAM.: 2. 0: attrnanme-fornat: uri"
i sRequired="true"/>
<Request edAttri bute
Friendl yNanme="mai | "
Nanme="ur n: oi d: 0. 9. 2342. 19200300. 100. 1. 3"
NameFor mat =" ur n: oasi s: nanmes: tc: SAML: 2. 0: attrnanme-format: uri"
i sRequired="true"/>
</ Attri but eConsunmi ngServi ce>
</ SPSSCDescr i pt or >
</ EntityDescriptor>
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