How to choose the attributes to request and how to get
them

Attributes

This page contains information about the SAML attributes that an eduGAIN-enabled service can use. The attributes below only cover those attributes that
are recommended to implement for Identity Providers in eduGAIN Attribute Profile. However, additional attributes (e.g. givenName and surname) also can
be used if both, Service Provider and Identity Provider, agree on what is being requested and released.

What user attributes can eduGAIN services use?

There are no strict requirements which attributes must be availble for a user accessing an eduGAIN service. The eduGAIN Attribute Profile however
recommends that the following attributes are available for all users:

Email (e.g. "john.doe@example.org")

Display/Common name (e.g. "John Doe")

Affiliation (e.g. "staff", "student”)

Scoped affiliation (e.g. "staff@example.org", "student@test.org")

Principal name (e.g. "jdoe@example.org")

Persistent/Targeted Identifier (e.g. "uN/7ycVI9gGKP17HWgZnXPZKIXs=")

SCHAC home organisation (e.g. "example.org")

SCHAC home organisation type (e.g. "urn:schac:homeOrganizationType:ch:others")

More Information on the recommended attributes in the eduGAIN Attribute Profile specification.

A service using Shibboleth could use the above attributes by adding the following XML snippet to the attribute-map.xml file where all attributes are defined
that the Service Provider can process:


http://www.geant.net/service/eduGAIN/resources/Pages/home.aspx
https://technical.edugain.org/doc/GN3-11-012%20eduGAIN_attribute_profile.pdf
http://www.shibboleth.net/

<l-- ODstyle name of the eduPersonTargetedl D/ persistentld attribute -->
<Attribute name="urn:oid:1.3.6.1.4.1.5923.1.1.1.10" id="persistent-id">
<AttributeDecoder xsi:type="Nanel DAttri buteDecoder"
formatter="$NameQual i fier! $SPNameQual i fi er! $Nane"
defaul tQualifiers="true"/>
</ Attribute>

<l-- The SAML 2.0 Nanel D Fornat of the eduPersonTargetedl DY persistentld attribute -->
<Attribute name="urn:oasis: nanes:tc: SAM.: 2. 0: nanei d-f or mat : persi stent" id="persistent-id">
<AttributeDecoder xsi:type="Nanel DAttri buteDecoder"
formatter="$NanmeQual i fier! $SPNanmeQual i fi er! $Nane"
defaul tQualifiers="true"/>
</Attribute>

<l-- Affiliation -->
<Attribute name="urn:o0id:1.3.6.1.4.1.5923.1.1.1.1" id="unscoped-affiliation"/>

<l-- Scoped Affiliation -->

<Attribute name="urn:oid:1.3.6.1.4.1.5923.1.1.1.9" id="scoped-affiliation">
<Attribut eDecoder xsi:type="ScopedAttributeDecoder" caseSensitive="false"/>

</ Attribute>

<l-- E-mail address -->
<Attribute name="urn:oid:0.9.2342.19200300. 100. 1. 3" id="mail"/>

<!-- Display Nane -->
<Attribute name="urn:oid:2.16.840.1.113730. 3. 1. 241" i d="di spl ayNane"/ >

<!-- Common Nanme -->
<Attribute nane="urn:oid:2.5.4.3" id="cn"/>

<l-- SCHAC Home Organisation -->
<Attribute name="urn:oid:1.3.6.1.4.1.25178.1.2.9" id="schacHomeOrgani zation"/>

<l-- SCHAC Horme Organi sation Type -->
<Attribute name="urn:oid:1.3.6.1.4.1.25178. 1. 2. 10" id="schacHomeOr gani zati onType"/>

<!-- Principal nane -->
<Attribute name="urn:oid:1.3.6.1.4.1.5923.1.1.1.6" id="principal Name">

<Attri buteDecoder xsi:type="ScopedAttributeDecoder" caseSensitive="false"/>
</ Attribute>

What about Data Privacy?

Most services won't require all those attributes listed above but only a subset of them. They will receive at maximum those attributes that they request. For
services it is recommended to request only those attributes that are required for the service to operate. It is also recommended that all eduGAIN services
support the GEANT Data Protection Code of Conduct, a declaration stating that the operator of a service commits to the listed data protection principles.
More Information in the GEANT Data Protection Code of Conduct or on the Code of Conduct Cookbook page.

What attributes are effectively available for eduGAIN users?

An Identity Provider participating in eduGAIN should be able to provide for each of its users the attributes in the above-mentioned list. However, each
eduGAIN-enabled organisation can decide for itself which attributes they release for their users who want to access eduGAIN services. It is however
recommended to release those attributes in the list above that are requested by services that support the Code of Conduct. Also, like described below,
there are some additional attributes that are available for "free" to web applications. These include standard attributes that are available by default to a
service as well as attributes that are (upon configuration) made available to a service by extracting them from the SAML2 metadata about an Identity
Provider.

What attributes to uniquely identify users? Generally, it is recommended to use the Persistent/Targeted Identifier attribute (eduPersonTargetedID attribute
or persistentld Nameldentifier, urn:oid:1.3.6.1.4.1.5923.1.1.1.10) to identify users. Another attribute that could be used to uniquely identify users is the
Principal name (eduPersonPrincipalName, urn:0id:1.3.6.1.4.1.5923.1.1.1.6). This attribute is widely implemented but has some disadvantages from a data
protection point of view and some organisations are hesitant to release it. The same goes for the email address (urn:0id:0.9.2342.19200300.100.1.3),
which also has the disadvantage that it is more likely to change and that it is not ensured that it is unique (one user can have multiple accounts at different
Identity Providers with the same email address).

Are there more attributes a service can use?


http://www.geant.net/uri/dataprotection-code-of-conduct/v1
https://wiki.geant.org/display/eduGAIN/Data+Protection+Code+of+Conduct+Cookbook

Yes, every Service Provider requires metadata about the Identity Provider it accepts users from. The metadata contains information that can also be used
in form of attributes by Service Provider. The best part of this is, that these "metadata" attributes are almost for free, which means that they don't have to
be released by the Identity Provider. Instead, they just have to be read from the SAML metadata. Of course, the data in metadata is fairly generic and the
same for all users for that Identity Provider, but still it contains valuable information that could be used by a service.

The Shibboleth Service Provider 2.5 or newer can extract some of these "metadata” attributes directly from the SAML2 metadata. The data that then is
available about an Identity Provider typically includes organisation name, organisation URL, organisation logos and (support/technical) contact information.
If available for an organisation, this information can be extracted and provided to the web application as attributes.

An example of the attributes that can be made available to a web application by a Shibboleth Service Provider is shown below. The gray attribute names
are the default names Shibboleth uses. The red attributes names can be freely configured using the instructions below.

Shib-Metadata-HomeOrg-DisplayName SWITCH
Shib-Metadata-HomeOrg-ErrorURL

Shib-Metadata-HomeOrg-InformationURL

http://www.switch.ch/aai/contact/
http://www.switch.ch/about/

Shib-Metadata-HomeOrg-Large-Logo

SWITCH

Shib-Metadata-HomeOrg-OrganizationURL | http://www.switch.ch/
Shib-Metadata-HomeOrg-Small-Logo >

SWITCHaai Team
default

https://localhost/Shibboleth.sso//GetAssertion?key=_4b0b093f1b70895d495cca702e33592bak
ID=_a60B894bB335c55752aa754cEba8550ef

https://localhost/Shibboleth.ssof/GetAssertion?key=_4b0b093f1b70895d495cca702e3392bak
ID=_7ebfb5e8677e2dd53cd7baededcacale

Shib-Metadata-HomeOrg-Support-Contact
Shib-Application-ID
Shib-Assertion-01

Shib-Assertion-02

Shib-Assertion-Count

02

Shib-Authentication-Instant

2014-05-15T06:14:38.947Z

Shib-Authentication-Method

urn:oasis:names:tc: SAML:2.0:ac:classes: X509

Shib-AuthnContext-Class

urn:pasis:names:tc: SAML: 2.0:ac:classes: X509

Shib-Identity-Provider

https://aai-logon.switch.ch/idp/shibboleth

Shib-Session-ID

_4b0b093f1b70895d495cca702e3392ba

Shib-Session-Index

_4255f97d6f047e0d637c40f136bfMecsd

To make a Shibboleth SP 2.5 (or newer) expose attributes read from metadata, please consult the Shibboleth Wiki on the Attribute Extractor features. To
make the attributes available to a web application like in the above screenshot, the shibboleth2.xml file would have to include the following metadata
extractor


https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPAttributeExtractor#NativeSPAttributeExtractor-MetadataAttributeExtractor(Version2.5andAbove)

<AttributeExtractor type="Chaining">
<AttributeExtractor type="XW"
val i date="true"
rel oadChanges="f al se"
path="attribute-mp. xm "/ >
<Attribut eExtractor
t ype="Met adat a"
error URL="Error URL"
Di spl ayNane="Di spl ayNane"
I nformati onURL="1 nf or mati onURL"
PrivacySt at ement URL="Pri vacySt at enent URL"
Organi zat i onURL="0Or gani zati onURL" >
<Cont act Per son i d="Techni cal - Cont act"
cont act Type="t echni cal "
formatter="<a href="$Emai | Address' >$G venNane $Sur Nane</a>" />
<Cont act Per son i d="Support - Contact"
cont act Type="support"
formatter="<a href="$Emai | Address' >$G venNane $Sur Nane</a>" />
<Cont act Per son i d="Adm ni strative- Contact"
cont act Type="adni ni strative"
formatter="<a href="$Emai | Address' >$G venNane $Sur Nane</a>" />
<Logo id="Large-Logo"
hei ght =" 60" w dt h="80"
formatter="<ing align="nmiddl e src= $_string height="$height'
<Logo id="Smal | - Logo"
hei ght ="16" w dt h="16"
formatter="<ing align="niddl e src= $_string height="$height'
</ Attribut eExtractor>
</ Attribut eExtractor>

wi dt h="$wi dth' / >"/>

wi dt h="$wi dth' />"/>
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