Documentation of the IdP-extension to release the user's IP
address

As part of the Libraries walk-in-user pilot-pilot the Shibboleth IdP needs to release the IP adress of the user as attributes.

Download of source code as maven project:

daasi-extensions-ua.tar.gz

The extensions "user agent” is a Shibboleth data connector that provides the IP address of the user as attributes in 3 formats: IP4, IP6 or as a number.

The Shibboleth
IP authentication handler is required for this data connector to work.

To deploy the connector, copy the JAR file in edit-webapp/WEB-INF/Iib, re-build idp and restart tomcat.

The attribute-resolver.xml must be configured properly as the example below:


https://wiki.geant.org/display/AARC/Libraries+walk-in-user+pilot

<resol ver: Attri but eResol ver

xm ns: daasi dc="ur n: de: daasi : shi bbol et h: i dp3: resol ver: dc"
xsi : schemalLocation=". ..

urn: de: daasi : shi bbol et h: i dp3: resol ver: dc cl asspat h:

/ schema/ shi bbol et h-at tri but e-resol ver-daasi -dc. xsd" >

<resol ver: Dat aConnect or i d="user Agent | pAddr essDat aConnect or" xsi:type="daasi dc:
User Agent | pAddr essDat aConnect or" xml ns="ur n: de: daasi : shi bbol et h: i dp3: resol ver: dc"
user Agent Addr essl| PV4At t ri but eNane="user Agent Addr essl Pv4"
user Agent Addr ess| PV4AsLongAt t ri but eName="user Agent Addr ess| PV4AsLong"
user Agent Addr essl| PV6At t ri but eNane="user Agent Addr essl PV6"
/>

<l-- Exanple Attribute Definition -->
<resol ver: AttributeDefinition xsi:type="ad: Si nple" id="user Agent Addr essl PV4" sourceAttributel D="
user Agent Addr ess| Pv4" >
<resol ver: Dependency ref ="user Agent | pAddr essDat aConnector" />
<resol ver: Attri but eEncoder xsi:type="enc: SAML1String" nane="http://daasi.de/ user Agent Addr ess| PV4"
<resol ver: AttributeEncoder xsi:type="enc: SAML2Stri ng" nane="http://daasi . de/ user Agent Addr ess| PV4"
friendl yNane="user Agent Addr essl Pv4" />
</resol ver: Attri buteDefinition>

<resol ver: AttributeDefinition xsi:type="ad: Si nple" id="user Agent Addr essl PV4AsLong" sourceAttri butel D="

user Agent Addr ess| PV4AsLong" >
<resol ver: Dependency ref ="user Agent | pAddr essDat aConnector" />

/>

<resol ver: AttributeEncoder xsi:type="enc: SAML1String" nane="http://daasi . de/ user Agent Addr ess| PV4AsLong"

/>

<resol ver: Attribut eEncoder xsi:type="enc: SAML2Stri ng" nane="http://daasi . de/ user Agent Addr essl| PV4AsLong"

friendl yName="user Agent Addr ess| PV4AsLong" />
</resol ver: Attri buteDefinition>

<resol ver: AttributeDefinition xsi:type="ad: Sinple" id="user Agent Addr essl PV6" sourceAttributel D="
user Agent Addr essl PV6" >
<resol ver: Dependency ref="user Agent | pAddr essDat aConnector" />
<resol ver: AttributeEncoder xsi:type="enc: SAML1String" nane="http://daasi.de/ user Agent Addr ess| PV6"
<resol ver: Attri but eEncoder xsi:type="enc: SAML2Stri ng" nane="http://daasi . de/ user Agent Addr ess| PV6"
friendl yNanme="user Agent Addr ess| PV6" />
</resol ver: AttributeDefinition>

</resol ver: Attri but eResol ver >

Additionally, the attribute needs to be added to the appopriate attribute-filter.

/>
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