Connecting Gitlab to eduTEAMS

This guide describes how Gitlab CE v13.x can be configured as a SAML Service Provider for eduTEAMS. The integration via SAML
provides more benefits than the integration via OIDC, as the OIDC implementation in Gitlab has (limited) support for authorizing users
using groups. The OIDC implementation in Gitlab supports only authenticating users.

1. In order to set up a basic
configuration, which would allow all [etc/gitlab/gitlab.rb
users from your VO to authenticate via
eduTEAMS and access the Gitlab
service, you should edit the omniauth
section /etc/gitlab/gitlab.rb config file.

# STEP 3
gitlab_rails['omiauth_enabled ] = true
gitlab_rails['omiauth_allowsingle_sign_on'] =['sam"]

NOTE: The "STEP nnn" comments gitlab_rails['omiauth_block_auto_created_users'] = fal se
refer directly to the OmniAuth guide htt
ps://docs.gitlab.com/13.0/eelintegration # STEP 4
/saml.html. gitlab rails[' omiauth_auto_link_sam user'] = true
# STEP 6
gitlab_rails['omiauth_providers'] = [
{

nanme: 'saml’',
| abel : ' eduTEAMS' ,

args: {
attribute_service_nane: "eduTEAMS Test G tlab",
assertion_consumer_service_url: "https://gitlab. exanpl e.confusers

[ aut h/ sam / cal | back' ,

idp_cert_fingerprint: '72:8A 6C: 6B: 63: 35: 3F: EO: BF: 70: 8D: 41: OE: B7:
02: CF: C5: 86: 53: 24",

idp_sso_target_url: "https://proxy.eduteans. org/sanm 2sp/ sso
/redirect',

issuer: 'https://gitlab.exanple.com,

name_identifier_format: 'urn:oasis:nanmes:tc: SAM.: 2. 0: nanei d-
format: persistent’,

uid_attribute: 'urn:oid:1.3.6.1.4.1.5923.1.1.1.13",

request _attributes: [
{
name_format: "urn:oasis:names:tc: SAM.: 2. 0:
attrname-format:uri",
nanme: "urn:oid:0.9.2342.19200300. 100. 1. 3",
is_required: "true",
friendly_nane: "mail"

b
{
name_format: "urn:oasis:nanmes:tc: SAM.: 2. 0:
attrnanme-format:uri",
nanme: "urn:oid:2.5.4.3",
is_required: "true",
friendl y_nane: "cn"
H
{
nanme_format: "urn:oasis:nanes:tc: SAM.: 2. 0:
attrnanme-format:uri",
nanme: "urn:oid:2.5.4.42",
is_required: "true",
friendl y_nane: "givenNane"
3
{
name_format: "urn:oasis:names:tc: SAM.: 2. 0:
attrname-format:uri",
nanme: "urn:oid:2.5.4.4",
is_required: "true",
friendl y_nane: "sn"
3
{

nanme_format: "urn:oasis:nanmes:tc: SAM.: 2. 0:
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attrnanme-format:uri",

name:

attrnane-format:uri",

{

attrnane-format:uri",

1.

i s_required:
friendly_nane:
b
{
nane_f or mat :
nane:
i s_required:
friendly_nane:
b
nane_f or mat :
name:
i s_required:
friendly_nane:
}

attribute_statenents: {

nane:
ui d:
ni cknane:
emai | :
first_nane:
| ast _nane:

b

private_key:

["urnioid:2.5.4.3"],

["urn:oid:1.3.6.1.4.1.5923.1.1.1.13"]
["urn:oid:1.3.6.1.4.1.5923.1.1.1

["urn:oid:0.9.2342.19200300. 100. 1. 3

["urn:oid:2.5.4.42"],

["urn:oid:2.5.4.4"]

----- END PRI VATE KEY-----'

certificate:

----- END CERTI FI CATE- - ---*
security: {

aut hn_r equest s_si gned:
want _assertions_si gned:
want _assertions_encrypted:
enbed_si gn:
met adat a_si gned:
si gnat ur e_net hod:

nor e#r sa- sha256' ,

di gest _net hod:

}
b

groups_attribute:

true,
fal se,

true,
fal se,

required_groups: [],

admi n_groups:
audi t _groups:

2. In order to edit this part of the config
file correctly, you should have the
values for the configuration options
defined and known.

Configuration
Option

attribute_service_nam
e:

Also you need to generate a private /
public key pair that will be used by the
SAML SP to digitally sign and optionally
decrypt SAML Assertsions. You can
generate a key pair with the following
command from your terminal:

assertion_consumer_s
ervice_url

idp_cert_fingerprint

idp_sso_target_url

(I
[]

Value

(example) eduTEAMS Test Gitlab

(example)https://gitlab.example.com
/users/auth/saml/callback

72:8A:6C:6B:63:35:3F:E0:BF:70:8D:

41:0E:B7:02:CF:C5:86:53:24

https://proxy.eduteams.org/saml2sp
/ssolredirect

fal se,

"urn:oid:1.3.6.1.4.1.5923.1.1.1. 7",
"true",
"eduPer sonEntitl enent"

"urn:oasis:nanmes:tc: SAM.: 2. 0:
"urn:oid:1.3.6.1.4.1.5923.1.1.1.13",

“true",
"eduPer sonUni quel d"

"urn:oasis:nanmes:tc: SAM.: 2. 0:
"urn:oid:1.3.6.1.4.1.5923.1.1.1.6",

“true",
"eduPer sonPri nci pal Nane"

i

6"],
]

tee--- BEG N PRI VATE KEY-----

- BEG N CERTI FI CATE- - - - -

"http://ww. w3. or g/ 2001/ 04/ xm dsi g-

"http://ww w3. or g/ 2001/ 04/ xm enc#sha256' ,

‘urn:oid:1.3.6.1.4.1.5923.1.1.1. 7",

Description

The name of your service. This
name will be visible to the end
users

The HTTPS endpoint of your
GitLab instance

This is the SHAL fingerprint of the
signing certificate used by the
eduTEAMS SAML frontend

This is the eduTEAMS endpoint
supporting the HTTP-Redirect
SAML 2.0 Binding
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openssl req -x509 -nodes -
newkey rsa: 2048 -keyout
/ dev/ stdout \

issuer

(example) https://gitlab.example.com

A unique name identifying the
gitlab application to the proxy. This
should be changed to the toplevel
domain of your Gitlab instance

-days 3650 -subj "

/ CNESAML Certifi cat e” urn:oasis:names:tc:SAML:2.0:nameid-

format:persistent

name_identifier_format The NamelD format requested

uid_attribute urn:0id:1.3.6.1.4.1.5923.1.1.1.13 By default Gitlab uses the NamelD
attribute as the unique identifier.
With this configuration option we
configure gitlab to use urn:oid:
1.3.6.1.4.1.5923.1.1.1.13

(eduPersonUniqueld)

Note: The private and the public key
are going to be printed in the standard
output.

request_attributes This option controls the SAML
attributes that are going to be
include in the SAML of metadata

for Gitlab.

The attributes required are:

mail

cn (Full name)

givenName (First name)

sn (Surname)

eduPersonEntitlement (the

groups the user is assigned to)

® eduPersonUniquelD (the
unique identifier of the user)

® eduPersonPrincipalName (the

username of the user)

For more information on the
attributes that are available to
services from eduTEAMS, you can
read Attributes available to Relying
Parties
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[
{

nane_format: "urn:oasis:
nanes: tc: SAM.: 2. O:
attrname-format:uri",
nane: "urn:oid:
0.9.2342.19200300. 100. 1. 3"
is_required: "true",
friendly_name: "mail"
H
{
name_fornmat: "urn:oasis:
nanes: tc: SAM.: 2. O:
attrnanme-format:uri",
name: "urn:oid:2.5.4.3",
is_required: "true",
friendly_name: "cn"
H
{
name_fornmat: "urn:oasis:
nanes: tc: SAM.: 2. 0:
attrnanme-format:uri",
name: "urn:oid:
2.5.4.42",
is_required: "true",
friendl y_name:
" gi venNane"
b
{
nanme_format: "urn:oasis:
nanes: tc: SAM.: 2. 0:
attrname-format:uri",
nane: "urn:oid:2.5.4.4",
is_required: "true",
friendl y_name: "sn"
b
{
nanme_format: "urn:oasis:
nanes:tc: SAM.: 2. 0:
attrname-format:uri",
nanme: "urn:oid:
1.3.6.1.4.1.5923.1.1.1.7",
is_required: "true",
friendly_nane:
"eduPer sonEntitl enent”
b
{
nanme_format: "urn:oasis:
nanes: tc: SAM.: 2. O:
attrname-format:uri",
nanme: "urn:oid:
1.3.6.1.4.1.5923.1.1.1.13"
is_required: "true",
friendly_name:
"eduPer sonUni quel d"
b
{
nane_format: "urn:oasis:
names: tc: SAM.: 2. 0:
attrnanme-format:uri",
nanme: "urn:oid:
1.3.6.1.4.1.5923.1.1.1.6",
is_required: "true",
friendly_nane:
"eduPer sonPri nci pal Nanme"
}
|



attribute_statements

private_key

certificate

security

This configure options controls the
{ . mapping from the SAML attributes
name: ["urn:oid: to the Gitlab internal attributes
2.5.4.3"],

uid: ["urn:oid:
1.3.6.1.4.1.5923.1.1.1.13"
1.

ni ckname: ["urn:oid:
1.3.6.1.4.1.5923.1.1.1.6"]

email: ["urn:oid:
0.9.2342.19200300. 100. 1. 3"
1.

first_nane: ["urn:oid:
2.5.4.42"],

| ast_nane: ["urn:oid:
2.5.4.4"]
H

This is the private key that is going
to be used to sign the and
KEY----- optionally decrypt encrypted SAML
assertions.

Copy the private key that you
generated in your terminal

This is the certificate that is going
to be used to sign the and

CERTI FI CATE- - - - - optionally decrypt encrypted SAML
assertions.

Copy the certificate that you
generated in your terminal

This configuration option controls

{ . several aspects of the security
authn_request s_si gned: configuration for the SP

true,
want _assertions_si gned:

fal se,

want _assertions_encrypted:
fal se,
enbed_sign: true,
nmet adat a_si gned: fal se,
si gnat ur e_net hod:
"http://ww. w3. org/ 2001/ 04
/ xm dsi g- nor e#r sa- sha256' ,
di gest _net hod:
"http://ww. w3. org/ 2001/ 04
/ xm enc#sha256' ,
}



CONFIGURE GROUPS

The SAML login in Gitlab includes
support for limiting access to specific
groups from your VO and authorizing
users using these groups. There are
four groups types that can be
configured: required, admin, audit and e
xternal.

1. In order to add to a basic
configuration, which would allow all
users from your VO to authenticate via
eduTEAMS and access the Gitlab
service, you should edit the omniauth
section /etc/gitlab/gitlab.rb config file,
after the groups_at tri but e section.

® You can control which groups
can access the Gitlab instance
using the r equi r ed_gr oups
configuration option. When r e
qui red_groups is not set or
it is empty, anyone with proper
authentication will be able to
use the service.

® You can control if a user
should be assigned the admin
role, using the adm n_gr oups
configuration option.

® You can control if a user
should be assigned the auditor
role, using the audi t _gr oups
configuration option.

® You can control if a user
should be marked as external,
using the ext er nal _gr oups
configuration option.

Full group definition: (examples) You should replace the
<VO_Name> with your VO name to
which you would like to connect the

Gitlab service;

urn:geant:eduteams.
org:service:eduteams:
group:<VO_Name>:
<Top_level group>[:
<Sub_group_name>]#
eduteams.org

urn:geant:eduteams.org:service:
eduteams:group:Test_VO:
Developers#eduteams.org
urn:geant:eduteams.org:service:
eduteams:group:Test_VO:Admins:
Gitlab#eduteams.org urn:geant:
eduteams.org:service:eduteams:
group:Test_VO:Admin:Gitlab:
Auditors#eduteams.org

You should replace the <Top_level
group>:[<Sub_group_name>] with
your group (and subgroup) name
which should have access to the
Gitlab service;

/etc/gitlab/gitlab.rb

# STEP 3
gitlab_rails['omiauth_enabled ] = true
gitlab_rails['omiauth_allow single_sign_on'] =["'sanm"]
gitlab_rails['omiauth_block_auto_created_users'] = false

# STEP 4
gitlab_rails['omiauth_auto_link_sam _user'] = true

# STEP 6
gitlab_rails['omiauth_providers'] = [
{
name: 'saml’',
| abel : ' eduTEAMS' ,

args: {
attribute_service_nane: "eduTEAMS Test G tlab",
assertion_consurer_service_url: "https://gitlab. exanple.confusers

[ aut h/ sam / cal | back',

idp_cert_fingerprint: '72:8A 6C: 6B: 63: 35: 3F: EO: BF: 70: 8D: 41: OE: B7:
02: CF: C5: 86: 53: 24",

idp_sso_target_url: 'https://proxy.eduteans. org/sam 2sp/sso
/redirect',

issuer: "https://gitlab.exanple.coni,

name_identifier_format: 'urn:oasis:nanes:tc: SAM.: 2. 0: nanei d-
format: persistent’,

uid_attribute: 'urn:oid:1.3.6.1.4.1.5923.1.1.1.13",

request _attributes: [
{
nanme_format: "urn:oasis:nanmes:tc: SAM.: 2. 0:
attrnane-format:uri",
nanme: "urn:oid:0.9.2342.19200300. 100. 1. 3",
is_required: "true",
friendly_nanme: "mail"

b
{
nanme_format: "urn:oasis:nanmes:tc: SAM.: 2. 0:
attrnanme-format:uri",
name: "urn:oid:2.5.4.3",
is_required: "true",
friendl y_nane: "cn"
b
{
name_format: "urn:oasis:nanmes:tc: SAM.: 2. 0:
attrnanme-format:uri",
nanme: "urn:oid:2.5.4.42",
is_required: "true",
friendly_nane: "givenNane"
b
{

name_format: "urn:oasis:nanmes:tc: SAM.: 2. 0:
attrnanme-format:uri",


http://eduteams.org
http://eduteams.org
http://eduteams.org
http://eduteams.org
http://eduteams.org
http://eduteams.org
http://eduteams.org
http://eduteams.org
http://eduteams.org

nanme: "urn:oid:2.5.4.4",

is_required: "true",
friendly_nane: "sn"

nane_format: "urn:oasis:nanmes:tc: SAM.: 2. 0:

nanme: "urn:oid:1.3.6.1.4.1.5923.1.1.1.7",

is_required: "true",
friendl y_nane: "eduPersonEntitlenent”

name_format: "urn:oasis:names:tc: SAM.: 2. 0:

nanme: "urn:oid:1.3.6.1.4.1.5923.1.1.1.13",

is_required: "true",
friendly_nane: "eduPersonUni quel d"

nanme_format: "urn:oasis:nanmes:tc: SAM.: 2. 0:

nane: "urn:oid:1.3.6.1.4.1.5923.1.1.1.6",

I

{
attrnane-format:uri",

},

{
attrnanme-format:uri",

I

{

attrnanme-format:uri",

}

I

is_required: "true",
friendly_nane: "eduPersonPrinci pal Nane"

attribute_statements: {
nane: ["urn:oid:2.5.4.3"],

uid: ["urn:oid:

3"]
ni ckname: ["urn:oid:1.3.6.1.4.1.5923.1.1.1.6"],
1.3"]

email: ["urn:oi

1.3.6.1.4.1.5923.1.1.1.13"

1

d: 0. 9. 2342. 19200300. 100.

first_name: ["urn:oid:2.5.4.42"],

| ast _name: ["ur

b

private_key: '-----

n:oid:2.5.4.4"]

BEG N PRI VATE KEY-----

----- END PRI VATE KEY-----'

certificate: '-----

BEG N CERTI FI CATE- - - - -

----- END CERTI FI CATE- - -- -

security: {

aut hn_r equest s__

signed: true,

want _assertions_signed: false,

want _assertions_encrypted: false,

enbed_si gn: true,

met adat a_si gned: fal se,

signature_nethod: 'http://ww. w3. org/ 2001/ 04/ xm dsi g-

nor e#r sa- sha256' ,
di gest _net hod:
}
}

"http://ww. w3. or g/ 2001/ 04/ xnm enc#sha256' ,

# STEP(s) "Required Groups", "Adm n G oups", "Auditor G oups"

groups_attribute: 'urn:

# Only the follow ng gr
this Gtlab instance:

#

# - Devel opers

# - Admns:Gtlab

# - Admins:Gtlab: Audit

requi red_groups: [

0id:1.3.6.1.4.1.5923.1.1.1.7",
oups in the Test_VOwill be able to access

ors

'urn: geant: edut eans. or g: servi ce: edut eans: gr oup: Test _VO

Devel oper s#edut eans. org',

"urn: geant: edut eans. or g: servi ce: edut eans: gr oup: Test _VO

Devel oper s#edut eans. org',

'urn: geant: edut eans. or g: servi ce: edut eans: gr oup: Test _VO Admi ns:

G t| ab#edut eans. org',

'urn: geant: edut eans. or g: servi ce: edut eans: gr oup: Test _VO Admi n:

G tl ab: Audi t or s#edut eans. org'
I

# Users fromthe following groups in the Test_VO will access this



2. Once you edited the omniauth
section of the /etc/gitlab/gitlab.rb file as
above indicated, you need to reconfigur
e gitlab with the command:

3. You should be able to check the
SAML metadata URL of the Gitlab
instance at https://<gitlab.example.com>
/users/auth/saml/metadata .

Gtlab instance as adm ns
#
# - Admins:Gtlab:
adm n_groups: [
'urn: geant: edut eans. or g: servi ce: edut eans: gr oup: Test _VO Admi ns:
G t| ab#edut eans. org',
1.
# Users fromthe followi ng groups in the Test_VO will access this
Gtlab instance as auditors:
#
# - Admins:Gtlab: Auditors
audi t _groups: [
'urn: geant: edut eans. or g: servi ce: edut eans: gr oup: Test _VO Admi ns:
G t| ab: Audi t or s#edut eans. org',
1.
# Users fromthe following gorup in the Test_VO will access the
Gtlab instance external users
#
# - Quests
# - Contractors
ext ernal _groups: [
'urn: geant: edut eans. or g: servi ce: edut eans: gr oup: Test _VO
CQuest s#edut eans. org',
"urn: geant: edut eans. or g: servi ce: edut eans: gr oup: Test _VO
Conr act or s#edut eans. org' ,
1.
}

sudo gitlab-ctl reconfigure
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Gitlab SAML Metadata

<?xm version='"1.0" encodi ng=' UTF-8' ?>
<nd: EntityDescriptor |D="_44a6df eb- 7bc8- 463c- 8c4a- 363bcdaebd8e" entityl D="
https://gitlab. exanpl e.cont’ xm ns: nd="urn: oasi s: nanmes: tc: SAM.: 2. 0:
net adat a" xm ns: sam ="urn: oasi s: nanes: tc: SAM.: 2. 0: assertion">
<nd: SPSSODescri pt or Aut hnRequest sSi gned="true" Want Asserti onsSi gned="
fal se" protocol Support Enuner ati on="urn: oasi s: nanes: tc: SAM.: 2. 0: prot ocol ">
<nd: KeyDescri ptor use="si gni ng">
<ds: Keyl nfo xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xml dsi g#" >
<ds: X509Dat a>
<ds:
X509Certifi cate>M | Csj CCAZoCCQC+5DCdpj dhhDANBgk ghki GOwWOBAQs FADAL MRk wFwWYDVQQ
DDBBTQU1M EN cnRpZm j YXRI MB4XDTI wMTIAwiv Ey Mz MLOVo XDT MMVIT AWMT Ey Mz MLOVowGz EZVB
¢ GALUEAWWQUOFNTCBDZXJ 0aWZp Y2FOZTCCASI wDQYJKoZI hvc NAQEBBQADg g EPADCCAQoCggEBA
Pn1VKVdl x OAHNIWIgAXNI dX3VI r bOT18yXCRTi SZX2EDPFkVQDXFI i 5NPVI gVBkxMyi 28eR7kg
1KnpYcPT4cZbHBaTI | i JOr pkvU XKUFul HZuRsaFoHv Ok DY
/ T3BUZul 6j x6r nb8AgpHkBAeZI udy Swyzf 5/ DcqXaUVLekpZf UUEyr | e6dgFL
/ ehGzSXt @ 6hwhi8ns51 Ecnl Ze011 2F
/ LFnpXaCOnCSNoOQT! wAnl pZ6CvDsnZl zr OvvPOvKr gvmAKgU/ vY5r B8eJ SNodp6
/ gi 1+r 5TUV95UHGTg3bl eOFI o/ Sr YYsp9vp
/£ 11 W caM7Xj uvs GFMaj 4CgVz CCRGs CAWEAATANBgk ghki GOWOBAQs FAACCAQEAAS] Ssy9TI t bf
bRvxp21mkxhj 6LOx33yuYOmWODs 170V+GeDl d8bQTi +ddO+YnKHg18zzpz+EA69HVQozsht f 7
/ 5gB8dS1zknvs78xbLevr BZ7TFwBh8Q68j e+3MOV
/ UYhHd1Vi Q+S3Qdeph1RMw 7s9XsJGgCsxF5skr Kef 2VLgQAsKi t Nk0ao69H87aDr nSAb88vEkF
eTO8MZWINW64] Yj 8] H2gaT33Vki At zVUNJygl r VuqWK9GCZs QK6 AehFnSr
/j UUi r SMrs78r IMBINPTygW HveMBBC2QSs Sy S9X4YEe/ ah2YI f azi 0DUh8JRPgdbHMUdHWN
/ 4+heqP1Jyi r A==</ ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ md: KeyDescri pt or >
<nd: Nanel DFor mat >ur n: oasi s: nanes: tc: SAM.: 2. 0: nanei d- f or nat :
per si st ent </ md: Nanel DFor mat >
<nd: AssertionConsuner Servi ce Bi ndi ng="urn: oasi s: names: tc: SAM.: 2. 0:
bi ndi ngs: HTTP- POST" Location="https://gitl ab. exanpl e. conf user s/ aut h/ san
/ cal | back" index="0" isDefault="true" />
<md: Attri but eConsuni ngServi ce i ndex="1" isDefault="true">
<nd: Servi ceNane xnl : | ang="en">eduTEAMS Test G tlab |nstance<
/ md: Ser vi ceName>
<nd: Request edAttri bute Friendl yNane="mail|" Nane="urn: oi d:
0.9.2342.19200300. 100. 1. 3" NaneFor mat ="ur n: oasi s: nanmes: tc: SAM.: 2. 0:
attrnane-format:uri" isRequired="true" />
<md: Request edAttri bute Friendl yNanme="cn" Nane="urn: oi d:
2.5.4.3" NameFor mat ="urn: oasi s: nanes: tc: SAML: 2. O: attrnane-format: uri"
i sRequi red="true" />
<md: Request edAttri bute Friendl yNanme="gi venNane" Nanme="urn: oi d:
2.5.4.42" NameFormat ="urn: oasi s: names:tc: SAML: 2. 0: attrnane-format:uri”
i sRequi red="true" />
<nd: Request edAttri bute Friendl yNane="sn" Nane="urn: oi d:
2.5.4.4" NameFor mat ="urn: oasi s: names: tc: SAML: 2. O: attrnane-format: uri"
i sRequi red="true" />
<nd: Request edAttri bute Friendl yName="eduPersonEntitl enent"
Name="urn:oid:1.3.6.1.4.1.5923.1.1.1. 7" NanmeFor nat ="urn: oasi s: nanmes: tc:
SAML: 2. 0: attrnane-format:uri" isRequired="true" />
<nd: Request edAttri bute Friendl yName="eduPer sonUni quel d* Nane="
urn:oid:1.3.6.1.4.1.5923.1.1.1.13" NanmeFormat ="urn: oasi s: nanes: tc: SAM.: 2. 0:
attrnane-format:uri" isRequired="true" />
<nmd: Request edAttri bute Fri endl yName="eduPer sonPri nci pal Nane"
Name="urn:oid:1.3.6.1.4.1.5923.1.1.1. 6" NanmeFormat="urn: oasi s: nanes: tc:
SAML: 2. 0: attrname-format:uri" isRequired="true" />
</ md: Attri but eConsum ngServi ce>
</ md: SPSSCDescr i pt or >
</ md: Enti tyDescri ptor>

4. Congratulations, you have successfully configured your Gitlab instance for eduTEAMS. Now you can proceed to register your service following the
steps described in Registering services on the eduTEAMS Service.


https://wiki.geant.org/display/eduTEAMS/Registering+services+on+the+eduTEAMS+Service
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